Abstract
Introduction
With the development of the network and multimedia techniques, the date can be easily transmitted over the Internet. Therefore, the multimedia copyright protection has become more and more important. Digital watermark technology is considered to be an important method to protect digital copyright and security of data transmission. To effectively protection of digital products copyright, watermark should meet two requirements. Firstly, a watermarked image should be perceptually equal to the original image. Secondly, the watermark can be successfully detected even though some image processing operations had been applied on the watermarked image.
Related work. Since the digital watermark technology was brought up, more and more methods had sprung up unceasingly. A watermarking algorithm which combines DWT and HVS has been proposed in [1] . A new robust digital watermarking which is based on the joint of the DWT-DCT has been proposed in [2] . Recently, chaotic systems have been used in watermarking schemes [3, 4] . However, most watermarking algorithms can't reach the ideal effects. In frequency domain, the embedding position and intensity of watermarking directly affects its robustness and perceptual transparency, so how to choose the embedding position and intensity are the keys of watermarking algorithm.
A watermarking algorithm based on block energy analysis of the wavelet transform's coefficients and Lorenz chaotic attractor is proposed in this paper. An initial data is chosen for the Lorenz chaotic system, and then an encrypted matrix is shown which is used to encrypt binary watermark image based on XOR operation. In addition, chaotic sequence is also applied in wavelet coefficients selected to change the original size of the inherent relationship between wavelet coefficients, to establish a new relationship between those coefficients and realize the blind digital watermarking extraction. We apply DWT to the original host image repeatedly up to the third level, then the sub-bands of third level are divided into non-overlapping coefficient blocks and we make statistical analysis of each block to determine which blocks are more suitable for watermark embedding. Finally, the watermark is adaptively embedded into the greatest coefficients which belong to the selected blocks by using the properties of human visual system. Experimental results show that the algorithm not only has better performance of perceptual transparency, but also has a perfect effect to be resistant to adding noise, filtering, sharpening, compression and so on.
Lorenz Chaotic Attractor
Chaos is a kind of seeming random or irregular movement, which appears in a definiteness system. Due to very long period and excellent randomicity of chaos signal, chaos system can produce high security key flow. More important, chaos system can provide many secret keys by its sensitive dependence on initial values and parameters.
Lorenz equation is three dimension chaos system. Its structure is quite complicated, and the time sequence is more irregular and can't be forecasted. Lorenz equation has more system variables and system parameters, so it can provide a large number of key spaces, which is larger than that generated by low dimension chaos equation.
Lorenz equation describes atmosphere movement mode using the following equation group, the solution to the equation group is not stable and discrete as well, but is attracted around a region and enter a chaos state [5] .
When  = 10,  = 8/3, as long as  is more than 24.74, the solution to Lorenz equation is chaos system. And initial parameters and initial valves of system variable can be as secret keys. We can get a Lorenz chaotic attractor as Fig. 1 by choosing an initial point. We can make use of chaotic sequence generated by Lorenz chaotic system in encryption of the watermarking. The process consists of two steps:
Step 1. In order to obtain the logical series z, compare the value of the third dimensional datum alone chaotic trajectory in dislocation way;
Step 2. Convert the top P (The typical value is 1024.) bits of series z into a Q×Q (The typical value is 32×32.) dot matrix, which is an encrypted matrix ch, The encrypted watermark w' (Fig.2 (a) ) is obtained by XOR encryption between binary matrix ch and the original watermarking w' (Fig.2 (b) 
Statistical Analysis of Block Energy and the Greatest Coefficients
Turn the original color image to the YCbCr color spaces, and decompose Y component by 3-layer D WT. We can get 10 sub-bands images (Fig.3) [6] . According to human visual perception, after 3-layer wavelet decomposition, the most important component is the greater coefficients in detail sub-bands on third level. The watermarking which is embedded into these coefficients can realize unification between perceptual transparency and robustness. The detail sub-band HH3 is less important. It is not only easy to lose data in lossy compression, but also more likely to be affected by low-pass filtering and noise jammer. Consequently, the sub-band HH3 is excluded during the embedding process. The next step is to divide detail subbands LH3 and HL3 into non-overlapping R×R (The typical value is 2×2) coefficient block, then to calculate the energy of each block according to Eq. (3). Fig. 4 and Fig. 5 show the result of statistical calculation of block energy and the greatest coefficient in the same position respectively.
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Watermark Embedding
Based on the above analysis, just choose blocks whose energy is greater in the same position of detail sub-bands LH3 and HL3, and then embed the watermarking into coefficients belong to selected block whose absolute value is maximum , During the embedding stage, take full account of visual masking characteristics of HVS, watermarking is embedded into host image adaptively. The watermark embedding procedure is itemized in the following steps:
Step 1. Turn the original color image to the YCbCr color spaces, and decompose Y component by 3-layer wavelet, next, divide detail sub-bands LH3 and HL3 into non-overlapping 2×2 coefficient block.
Step 2. Choose blocks whose energy is greater in the same position to form the watermark embedding block B k （ k = 1, 2, ⋯ , Q）.
Step 3. Search the greatest absolute value coefficient from the B k block, and record the corresponding position (i m , j m ) in the block.
Step 4. From the statistical characteristics of wavelet coefficients, it can be deduced that the energy of low-frequency sub-band wavelet coefficients are greater than 0, and the energy of the corresponding detailed sub-bands coefficients Their inherent interrelationship is back draw for digital watermark embedding and extraction. That is why we establish a new relationship among the selected wavelet coefficients, AND-operate above-mentioned chaotic matrix ch with third-level approximate sub-band (LL3) which the selected wavelet coefficients correspond, just as the following Eq. (5) for changing the selected low-frequency wavelet coefficients. Step 5. Then according to the following equation to calculate each correspondence determinant.
Step 6. In order to realize a blind extraction, embed every watermark into greatest component of the B i block according to the values of LL 3 '(i, j) and det (i, j). Fig. 6 (a) , the human eye is difficult to distinguish the difference between the two images, that illustrate the watermarking is subjective invisible, PSNR of the algorithm reaches 51.7591 dB, NC is equal to 1; simulation results further demonstrate the good performance of perceptual transparency. In order to inspect the robustness of the algorithm, we apply a common attack on the watermarked image. The attacks include adding noise, filtering, sharpening, and compression and so on. When the image quality is very bad, the algorithm still make a good identification of the watermark.
Conclusion
The Lorenz chaotic system is creatively used to encrypt digital images in this paper. An initial data is chosen for the Lorenz chaotic system, and then an encrypted matrix is calculated. For the unpredictability of the system and the sensitivity of the initial values, as well as the encrypted matrix is unknown except the image owner, the copy rights can be effectively protected. After applying DWT to the host image repeatedly up to the third level, choose blocks whose energy is greatest in the same position of detail sub-bands LH3 and HL3, and then embed the watermarking into coefficients belong to selected blocks whose absolute value is maximum, the performance of robustness has been improved to some extent. In addition, the chaotic sequence is not only taken for watermarking encryption, but also is applied in wavelet coefficients selected to change the original value of the inherent relationship between wavelet coefficients, to establish a new relationship between those coefficients. In the watermark extraction, this algorithm is also used to get the relationship between wavelet coefficients according to the embedded chaotic sequence, to realize the blind digital watermarking extraction. The experiments have shown that the algorithm is very good perceptual transparency and strong robustness. But the embedded information capacity of this algorithm is limited, there is room for further improvement.
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